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ABSTRACT

Security issue in Internet of Things (IoTs) has long been the topic of extensive research in the last decade. Data encryption
and authentication are the most common two methods to address the security issues in IoTs. However, these efforts are
ineffective in detecting the diverse malicious attacks, especially in intrusion detection. Comparatively, very few attentions
have been paid for detecting intrusive nodes in IoTs research. Therefore, in this paper, we derive an innovative method
called granulometric size distribution (GSD) method based on mathematical morphology for detecting malicious attack in
IoTs, such as intrusion detection. We successfully generate GSD clusters to directly monitor the number of active nodes
in a wireless sensor network because the GSD curves are similar when the number of active nodes in a wireless sensor
network is fixed. Link Quality Indicator data of each node are utilized as the network parameters in this method. The results
show the effectiveness in intrusion detection. Copyright © 2015 John Wiley & Sons, Ltd.
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1. INTRODUCTION

Miniature intelligent sensors can be deployed in harsh
environment instead of manual manipulation. These sen-
sors are capable of automatically monitoring diverse envi-
ronment metrics by collecting and processing the data in
real time and transmitting the corresponding data to other
sensor nodes or a base station. The rise of wireless sensor
networks (WSNs) has paved the way for the construction
of Internet of Things (IoTs) systems in various social core
departments [1]. Sensors embedded in IoTs devices are
distinguished by being battery embedded, self-organized
and highly reliable and available, which attract increasing
attention in recent research.

However, in IoTs, data privacy and security are one
of the indispensable issues that should be carefully con-
sidered when operating the entire networks. Because of

the reason that IoTs are invented for collecting and trans-
mitting information instead of manual labors, potential
security issues might exist during the data transmission.
For example, in a predeployed IoTs system, one or even
more than one “spy nodes" can be abruptly placed into it.
Data that are transmitted among devices might be dupli-
cated and eavesdropped through these “spy nodes" and
then transmitted to another IoTs system, which results
in great property loss. Because this information intercep-
tion behavior is automatically and individually accom-
plished by the wireless sensor devices in IoTs without
any personnel, it is hard to be detected, especially in a
hostile environment.

The rest of this paper is organized as follows. In
Section 2, Link quality indicator (LQI) properties and
mathematical morphology (MM) technique will be briefly
introduced. In Section 3, some related work will be

2744 Copyright © 2015 John Wiley & Sons, Ltd.



Y. Wang, X. Wu and H. Chen An intrusion detection method for WSN based on MM

presented. In Section 4, the proposed Granulometric Size
Distribution (GSD) method will be described in detail
with mathematical expression. The results will be shown
in Section 5, and finally, we conclude our method in
Section 6.

2. RESEARCH BACKGROUND

2.1. The utilization of link quality indicator

Link quality indicator data are used as a major metric in
this paper. LQI is frequently used in wireless networking
[2,3] to indicate how strong the communications link is.
In other words, LQI represents the quality reception of a
packet in a communication link [4]. The LQI is a specific
parameter to estimate how easily a received signal can be
demodulated based on the analysis of error rate, and it can
be directly read from the received packets structure. For
the most widespread radio (CC2420), the value of LQI is
ranging from 50 to 110 [4], which can be extracted from
first eight symbols of the received packet. One of the most
fulfilling reasons that we use LQI data in this paper is that
LQI is able to assess the channel with a high degree of reli-
ability without acquiring too much resources. In this paper,
we distinguish different patterns when different numbers
of nodes are communicating in the WSN through the appli-
cation of GSD method to deal with the LQI data. Figure 1
shows a simple example of LQI collected from the same
node when different numbers of devices are communicat-

ing in an IoT system. As we can see in Figure 1, the original
LQI data for the same device when two, three and four
devices are communicating are shown in Figure 1(a)–(c),
respectively. Figure 1(d) combines all LQI of these three
scenarios. Obviously, it is very hard to detect a “spy node"
only by distinguishing the original LQI data because they
might overlap each other.

2.2. Mathematical morphology

Mathematical morphology was first introduced in the
1960s by Matheron and Serra [5]. MM consists of theory
and techniques for the analysis of spatial structures such as
shape and size of objects. It is based on Set Theory, Inte-
gral Geometry and Lattice Algebra and has been widely
used in Image Processing. The four basic important oper-
ators in MM are dilation, erosion, opening and closing. To
accomplish these four operators, Structuring Element (SE)
is used. SEs are kind of basic shapes, which are simple and
predefined, such as squares, rectangles, triangles and cir-
cles. The key point of processing a binary image is to use
SE to probe (dilate or erode) a target object.

It is understandable that erosion operator erodes
(shrinks) the target objects. Mathematically, erosion oper-
ator can be described as [6]

"
�
fB(x)

�
= minb2B f (x + b) (1)

where " represents the erosion operator, B is the SE and b
is the size of SE. A simple example of erosion operator is
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Figure 1. The original link quality indicator data curves.
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Figure 2. A simple example of erosion operator.

shown in Figure 2. In Figure 2, the dot line is the original
data curve, and the shadowed part is the area after being
shrunk (eroded).

In this paper, GSD method is applied primarily based
on the erosion operator in MM. We use the GSD method
to transform the indistinguishable original LQI data into
differentiable GSD curve with each curve representing
a scenario when different numbers of nodes are active,
hence, determine the number of active devices in an
IoT system.

3. RELATED WORK

In recent research, data encryption and authentication are
the primary two mechanisms to prevent the data from being
duplicated and stolen in WSNs [7]. Encryption mechanism
can guarantee that the data are incapable to be decrypted by
people even if these data have been stolen, while authenti-
cation mechanism can guarantee if the data are transmitted
from the legitimate nodes and if the data are maliciously
modified during transmission. Many protocols based on
data encryption and authentication mechanism have been
presented in the previous research, such as SPIN pro-
tocol [8], TinySec protocol [9] and LiSP protocol [10].
Also, Atakli et al. [11] proposed a Weight Trust Evaluation
method to monitor and isolate the sensor nodes, which are
maliciously interpolated for the purpose of maintaining the
security level. Trust-aware recommender system [12] sug-
gests the worthwhile information to the users on the basis
of trust.

However, most of them hardly sustain the Intrusion
Detection [13,14]. They are incapable of detecting whether
“spy nodes” have been placed in a WSN topology. They are
unaware of which node and when the WSN topology has
been intruded, which constrains the security of the entire
WSN. In this paper, an MM-based algorithm is proposed
to address the Intrusion Detection problem. We apply
this method to the LQI data of each node collected from
different sniffers (receivers), transforming the original

LQI waveform to the GSD waveform and successfully
distinguish the LQI when different number of nodes are
communicating in the WSN topology. This paper is an
improvement on the basis of our previous research [15],
which is the first time that GSD method is applied to the
intrusion detection technique.

4. PROPOSED INTRUSION
DETECTION METHOD BASED ON
GRANULOMETRIC SIZE
DISTRIBUTION

In this section, detailed explanation of GSD function is pre-
sented. A GSD function is a stepwise function [16]. The
establishment of a GSD function is mainly based on the
analysis of morphological granulometries.

Granulometries are generated by successively eroding
a target curve by enlarging the size of the SEs. Com-
monly, morphological granulometry performs like sieves
[6]. Granulometries are sieved step by step when the size
of the SE increases at each step. Hence, the size of gran-
ulometries smaller than the SE size will be filtered at
each step.

In GSD, the good structure of the image is successively
filtered as the size of the mesh (increasing the multiples of
SE) increases [6]. The GSD function is generated by con-
tinuously using the increasing multiples of SEs to probe
(remove) the morphological granulometries in the sub-
graph until all the subgraph areas have been diminished.
A subgraph area of a function f (x) is the area between
the X-axis and the curve f (x). Because in our experiment,
the original function is translated into the step-function, to
be more appropriate and convenient, we regarded a unit
square as SE, and the increasing speed of the SE is set to
be 1 at each time. Every time the SE cuts the signal wave-
form into the grains and diminishes part of the subgraph
until the entire subgraph area has been removed. A granu-
lometry  (˛), which is also called the trimming area [17],
eroded by the SE � with size ˛ is denoted as [17]:

 (a) = F˛�(x) (2)

where F(x) is the original LQI data.
Assume a random LQI data F(x) = (10, 9, 4, 6, 15, 12,

8, 7, 4, 9, 0). Figure 3 shows the stepwise function of these
LQI data and the granulometry  (˛ = 2).

The GSD function of an LQI waveform can be defined
as

{GSD˛(F(x))} =

P˛
i=1  (i)

F0
(3)

where F0 is the total area of subgraph F(x) and is a positive
integer, which will increase by 1 at each time when the
subgraph of F(x) is eroded step by step.

The detail procedures of the GSD function are in the
succeeding text:
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Figure 3. The stepwise function of F(x) and the granulometry
when ˛ = 2.
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Figure 4. Translating the original signal curve into step-function.

Step (a): Translate the original signal curve into step-
function and calculate the entire subgraph area SG,
then goes to Step (b). In this example, the subgraph
area SG is 84. Figure 4 shows the original curve (the
dot line) and its stepwise curve (the solid line).
Step (b): Use the SE (in our experiment, the SE is a
unit square) to erode every peak of the translated step-
function. If these peaks match the size of the SE, then
count the number of these matching grids and calcu-
late the total area of these matching areas SG1. Then,
remove these matching areas. If no peak matches the
SE, regard the eroding area of SE as 0, then goes to
Step (c).

Figure 5 shows this step. The shadowed grids are
the areas that match the SE. It is easy to count that
there are nine unit squares. Hence, the matching area
SG1 is 9.
Step (c): Enlarge the SE by adding one unit square
horizontally, which forms a new SE. Using this new
SE to erode every peak of the remaining subgraph
area. Count the number of these matching grids and
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Figure 5. Step (b): Using structuring element to erode every
peak of the step-function.
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Figure 6. Repeat Step (c) to generate the corresponding match-
ing area.

calculate these areas. If there is no peak matching the
SE, regard the eroding area of SE as 0, then repeat
Step (c).

Figure 6 shows the eroding area distribution for
different size of the SE after Step (b). By enlarging the
SE horizontally by 1 at each time, the corresponding
eroding area is generated.
Step (d): Repeat Step (c) until all the subgraph areas
have been diminished. Then, we can obtain the erod-
ing areas sequence eroded at each time. Finally, the
GSD function can be achieved by calculating the

Table I. Granulometric size distribution (GSD) table for
this example.

SE Size 1 2 3 4 5 6–9 10
Number of SE 9 9 1 1 2 0 4
Eroding Areas 9 18 3 4 10 0 40
Cumulative Distribution 9 27 30 34 44 44 84
GSD 9/84 27/84 30/84 34/84 44/84 44/84 84/84

SE, structuring element.
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Cumulative Distribution Function (CDF) of this erod-
ing areas sequence. Table I shows the GSD Table
for this example, and Figure 7 shows the final GSD
function of this example.

In this paper, we apply the GSD method to the
LQI data, translating the original overlapped LQI
data curve into several distinguishable GSD curves.
By directly observing these GSD curves, we know
exactly the number of active nodes in a WSN topol-
ogy. Therefore, we can determine the number of
“intruders" in the WSN.

5. EXPERIMENTAL DETAILS

In our experiment, seven TelosB (TPR2400) modules
(sensor nodes) were regarded as IoT devices. Four of
them were used as sensors, which transmit data normally.
Another three were regarded only as receivers in order to
record the LQI data when other sensors were communicat-
ing. IEEE 802.15.4 standard was used in this experiment;
the data rate was 250 kbps, and the size of the packets
transmitted was 75 bytes.

The initial experiment consisted of two sensors (N1 and
N2) and three receivers. These two sensors were transmit-
ting messages back and forth. Each sensor was monitored,
and the LQI value of each received packet was recorded
by the three receivers. A base station, which is a TelosB
module as well attached to the laptop, assembled the data
from all three receivers. Then, an additional sensor (N3)
was included, with the sensors now communicating in
a ring. The corresponding LQI data were collected by
the receivers again. Finally, the fourth sensor (N4) was
included, and similarly, the LQI data were recorded for
this configuration. In each scenario, we record 20 000 LQI
data for each node. Then, we chose the most fluctuating
4000 continuous data to apply with our GSD method. We
divided these 4000 data into 10 segments. Each segment
has the same number of data. For each segment, we applied
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Figure 8. The experiment topology.

our GSD method and generated its GSD curve, hoping to
obtain a GSD cluster for each node, in which all the GSD
curves follow the same trend while with only a few dis-
similarities. The experiment topology is shown in Figure 8.
The three star nodes are receivers, and the four circle nodes
are sensors.

6. RESULTS ANALYSIS

The primary goal of analyzing GSD function is to moni-
tor the number of active nodes in a WSN, judging whether
there are “intruders" in the network. In our experiment, by
comparing the GSD clusters of LQI data detected by each
sniffer when two nodes, three nodes and four nodes are
communicating, it is successful and very clear to differen-
tiate their GSD functions, which make it possible to detect
the intruders.

According to the shape-driven characteristic of GSD
function, we choose the 4000 successive data points where
data fluctuate most frequently, and the shapes of them are
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Figure 7. The original signal curve (left) and its granulometric size distribution curve (right).
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Figure 9. The original overlapped link quality indicator (LQI) data when different numbers of nodes are active. (a) LQI data of N1
received by S1, (b) LQI data of N2 received by S2.
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(a) CDF of LQI data of N1 received by S1
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(b) CDF of LQI data of N1 received by S2

Figure 10. The cumulative distributed function (CDF) of link quality indicator (LQI) data when different number of nodes are active.
(a) CDF of LQI data of N1 received by S1, (b) CDF of LQI data of N1 received by S2.
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(a) GSD of LQI data of N1 received by S1
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(b) GSD of LQI data of N1 received by S2

Figure 11. The GSD of link qualtiy indicator (LQI) data when different numbers of nodes are active. (a) Granulometric size distribution
(GSD) of LQI data of N1 received by S1, (b) GSD of LQI data of N1 received by S2. SE, structuring element.

dissimilar with each other in order to make sure the final
GSD functions can be clearly differentiated. These 4000
data points are divided into 40 segments, which mean we
might obtain 40 GSDs for each node when different num-
ber of nodes are active. Because the GSD function is a

CDF according to its definition, we have compared our
GSDs to the CDF of the original data. In Figures 9–11, we
have gathered the GSD function of LQI of N1 received by
sniffer S1 and LQI of N2 received by S2 when different
numbers of sensor nodes are communicating. We have also
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(a) Two nodes intrude into the network
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(b) One node intrudes into the network

Figure 12. The granulometric size distribution (GSD) of link quality indicator data when the wireless sensor network is intruded. (a)
Two nodes intrude into the network, (b) One node intrudes into the network. SE, structuring element.

compared their original LQI data and the CDF of original
LQI data together without being applied with GSD.

In Figure 9, the original LQI data curves are overlapped
that it is nearly impossible to distinguish them in differ-
ent scenarios. Moreover, it is very hard to observe their
dissimilarities when translating them into CDF. However,
by applying our GSD method, it is very clear to observe
that the GSD functions have been successfully differenti-
ated into three different clusters. Inside each cluster, the
shapes of GSD functions are indeed quite similar, while
an apparent gap is generated between each two clusters
when different number of nodes are communicating, which
makes it possible to determine the number of nodes by
briefly observing and analyzing the shape of GSD func-
tions. Although the environment of the WSNs topology
may change over time, the LQI of each node will change
as well, leading to the change of final GSD functions. In a
stable or a hush environment, the environmental effects on
each node can be simply neglected by applying our GSD
method if each node is placed in the same environment.

Assume a wireless topology consists of three wireless
sensor nodes. At a certain moment, an unknown malicious
node suddenly intrudes into this topology. In Figure 12, by
directly observing the updated LQI original data or their
CDF, it is impossible to know whether there is a mali-
cious node intruding into the network. However, based on
the experiment results mentioned earlier, by translating the
original LQI data into the GSD function, it is possible
to notice this malicious node. In Figure 12, at the begin-
ning of the simulation, the number of nodes turned on to
transmit data is known as 2. When nodes intrude in, the
GSD curve of LQI will suddenly change. By observing this
updated GSD, the number of intrusive nodes can be deter-
mined. Throughout the entire GSD generation procedures,
the original data are intact, which make our GSD method
very appropriate for the intrusion detection.

7. CONCLUSION

In this paper, a practical problem in IoT system is pre-
sented, which is how to monitor the network to prevent

it from being intruded. GSD-based method is proposed to
solve this problem. The key point of GSD is to translate
the original indistinguishable LQI data into several differ-
entiable curves without any change of original data. The
mathematical expression of GSD and procedures to gen-
erate GSD function are presented in detail in this paper.
Finally, by comparing our GSD method to the CDF of the
original LQI data, our experiment results indicate that it is
possible to determine the number of active nodes clearly in
an IoT system in real-time without any change or loss of
the original data, hence, implementing the intrusion detec-
tion. In future work, how to localize the intrusive nodes
might be considered after the number of them has been
determined. In addition, how to make a global criterion
between each GSD cluster and how to automatically make
efficient observation by computers without people, espe-
cially when the number of nodes becomes large, is another
task in our future research.
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