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Abstract—UHF RFID technology has become increasingly popular in stores, since it can quickly read a large number of RFID tags
from afar. The deployed RFID infrastructure, however, does not directly benefit smartphone users in stores, mainly because
smartphones cannot read UHF RFID tags or fetch relevant information. This article aims to bridge the gap and allow users to ‘read’
UHF RFID tags using their smartphones, without any hardware modification to either deployed RFID systems or smartphone hardware.
To ‘read’ an interested tag, a user makes a predefined smartphone gesture in front of an interested tag. The smartphone gesture
causes changes in 1) RFID measurement data captured by RFID infrastructure, and 2) motion sensor data captured by the user’s
smartphone. By matching the two data, our system (named ShakeReader) can pair the interested tag with the corresponding
smartphone, thereby enabling the smartphone to indirectly ‘read’ the interested tag. We build a novel reflector polarization model to
analyze the impact of smartphone gesture to RFID backscattered signals. We enhance the basic version of ShakeReader[7] by
improving its performance in densely deployed scenarios. Experimental results show that ShakeReader can accurately pair interested
tags with their corresponding smartphones with an accuracy of >96.3%.

Index Terms—Human-RFID interaction, reflector polarization model, RFID system

1 INTRODUCTION

ADIO Frequency IDentification (RFID) technology has

been widely used in retail stores (e.g.,, UNIQLO [15],
Zara [19], etc.) for logistics, sales tracking and shopping
behavior analysis. Compared with traditional labelling tech-
nologies (e.g., QR-code, NFC), Ultra High Frequency (UHF)
RFID is more attractive to stores, because it allows quick
scanning of a large number of RFID-labelled items, achiev-
ing much higher operation efficiency. Leveraging the
deployed RFID infrastructure, merchants can also capture
customers’ interests by analyzing RFID data and optimize
marketing strategy to maximize their profits [45]. As such,
more and more stores are expected to deploy UHF RFID
systems in the future.
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Such a deployed RFID infrastructure, however, does not
directly benefit customers during shopping. For example,
while detailed item information (e.g., coupon, promotion,
price comparisons, matching tips) could be potentially
accessed, flexibly updated, and presented on smartphones,
such item-specific information is not available to customers
in physical stores. That is mainly because smartphones are
limited by the unavailability of any direct communication
with UHF RFID tags. This paper aims to enable users to
‘read’” on-the-fly item-specific information by bridging the
gap between the deployed RFID infrastructure and smart-
phones without making any hardware modification to
either RFID system or smartphones.

In this paper, we develop a system named ShakeReader,
which allows a user to interact with an RFID-labelled item
by simply performing a pre-defined gesture (e.g., shaking a
smartphone) nearby the interested tag and automatically
delivering item-specific information to the smartphone.
Fig. 1 illustrates a usage scenario. Interested in a box of
milk, a user makes a pre-defined gesture with her smart-
phone. Such a gesture causes changes to backscattered sig-
nal of the labelled RFID tag attached to the milk box. The
changes in backscattered signal can be captured by an RFID
reader. Meanwhile, the user’s smartphone detects the
smartphone gesture using motion sensors. By matching the
two data capturing the same smartphone gesture, ShakeR-
eader can deliver the interested tag information to the corre-
sponding smartphone user.

We note that our objective is not to replace other labelling
technologies (e.g., QR-code, NFC), but is to provide a tech-
nology that could allow users to read the readily-deployed
UHF tags in stores. We believe this technology can comple-
ment other labelling technologies in practice.

1536-1233 © 2021 |IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See https://www.ieee.org/publications/rights/index.html for more information.

31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50

52
53
54
55
56
57
58
59
60
6
62
63

—_


https://orcid.org/0000-0001-8849-7477
https://orcid.org/0000-0001-8849-7477
https://orcid.org/0000-0001-8849-7477
https://orcid.org/0000-0001-8849-7477
https://orcid.org/0000-0001-8849-7477
https://orcid.org/0000-0002-8754-4355
https://orcid.org/0000-0002-8754-4355
https://orcid.org/0000-0002-8754-4355
https://orcid.org/0000-0002-8754-4355
https://orcid.org/0000-0002-8754-4355
https://orcid.org/0000-0003-3096-687X
https://orcid.org/0000-0003-3096-687X
https://orcid.org/0000-0003-3096-687X
https://orcid.org/0000-0003-3096-687X
https://orcid.org/0000-0003-3096-687X
https://orcid.org/0000-0001-5064-1955
https://orcid.org/0000-0001-5064-1955
https://orcid.org/0000-0001-5064-1955
https://orcid.org/0000-0001-5064-1955
https://orcid.org/0000-0001-5064-1955
mailto:kaiyan.cui@connect.polyu.hk
mailto:wangyw@hnu.edu.cn
mailto:csyqzheng@comp.polyu.edu.hk
mailto:csyqzheng@comp.polyu.edu.hk
mailto:hanjinsong@zju.edu.cn

64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95

97

98

99
100
101
102
103
104

Smartphone
Sensor Data
Tag Info.
' Matching
Algorithm

Fig. 1. Application scenario. A lady ‘reads’ the item-specific logistic infor-
mation of a box of milk by making a gesture with her smartphone. An
RFID reader reads RFID tags and measures their phase readings (i.e.,
Tag Data). Smartphone measures IMU sensor data (i.e., Sensor Data)
and sends to a matching algorithm. The matching algorithm pairs the
smartphone with the corresponding interacted tag and forwards tag
information to the user (e.g., product ID and logistics information).

+| Product ID
| Logistics Info.
Nutrition

Although useful in practice and simple in concept, the
system entails tremendous technical challenges. First,
despite plenty of previous works on RFID and mobile sens-
ing, it is still challenging to use only one tag, which remains
static and is not attached on the smartphone, for accurately
recognizing the smartphone gesture performed nearby. Sec-
ond, users in stores may influence the gesture detection
accuracy as other human activities may influence backscat-
tered signal of RFID tags. Third, many users may perform
similar gestures near multiple tags in the same store. How
to correctly pair each tag with its corresponding smart-
phone is challenging in practice.

In this paper, we address all the above challenges. First,
ShakeReader builds a reflector polarization model to charac-
terize the backscattered signal of a single tag caused by
smartphone gestures. This reflection model simultaneously
captures backscattered signal propagation and the polariza-
tion caused by smartphone reflection. By leveraging the
polarization of reflected signal from smartphones, RFID
readers can identify smartphone gestures even with a single
tag. Second, we notice that irrelevant user movement indeed
influences the backscattered signal measurement and may
cause detection errors if not handled properly. To address
this problem, ShakeReader pre-defines a smartphone gesture
(clockwise and counter-clockwise rotation of smartphone in
front of an interested tag) to facilitate the detection. Third, to
pair the interested tag with its corresponding smartphone,
ShakeReader leverages the synchronicity of the changes in
RFID data and smartphone sensor data simultaneously
affected by the same smartphone gesture. The synchronicity
allows us to differentiate the smartphone gestures per-
formed by different users in front of their interested tags.

The key contributions can be summarized as follows:

e  We present ShakeReader, a system that enables a flexi-
ble human-RFID interaction using smartphones.
ShakeReader allows smartphone users to indirectly
‘read” UHF RFID tags using their smartphones, with-
out any hardware modification to either the
deployed RFID infrastructure or smartphones.

e  We characterize and analyze the reflector polarization
and its impact on backscattered signal in RFID systems.
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e We propose a new algorithm, called FSS (Fluctua-
tion, Symmetry, and Similarity) to accurately deter-
mine the real interacted tag in the product-intensive
environment.

e We conduct extensive evaluations on our proposed
prototype system using COTS RFID system. The
experimental results show that ShakeReader achieves
>96.3% matching accuracy.

The rest of this paper is organized as follows. Section 2
describes the background and the problem specification of
this paper. In Section 3, we introduce the reflector polariza-
tion model. The ShakeReader design is detailed in Section 4.
We enhance the basic version of ShakeReader to cope with
practical factors in Section 5. Section 6 presents experimen-
tal results and Section 7 discusses the limitations of ShakeR-
eader. Related works are summarized in Section 8. Finally,
Section 9 concludes this paper.

2 BACKGROUND AND MOTIVATION

2.1 UHF RFID Technology and Existing Works

UHF RFID Technology in Stores. UHF RFID technology has
been increasingly used in retail stores. For example, UNI-
QLO is currently using UHF RFID tags to label all the items
to improve operational efficiency [15]. As UHF RFID sup-
ports wireless identification from afar, retailers are freed
from manually scanning items one-by-one using handheld
QR-code/NFC readers. The UHF RFID technology also
helps reduce customers’ waiting time in the checkout
queue, as RFID-labelled items can be instantly identified
with RFID readers at checkout counters. As such, we expect
more stores will deploy UHF RFID systems to improve
operational efficiency. We note that the objective of ShakeR-
eader is not to replace alternative labelling technologies (e.g.,
QR-code, NFC) but allow users to read the already-
deployed UHF RFID tags in stores with their smartphones.

Current Smartphones Cannot Read UHF RFID Tags. While
NFC tags can be read by NFC-enabled smartphones, most
smartphones cannot read the deployed UHF RFID tags in
stores. In order to wirelessly energize UHF RFID tags, a
UHF reader needs to transmit continuous waves at high
transmission power, which may quickly drain the battery of
a smartphone. Although retailers can afford a handheld
UHF reader and re-charge the reader more frequently in
stores, customers could be reluctant to purchase extra hard-
ware to read the UHF tags and concerned about the battery
life of the smartphone.

Existing Works. Research works strive to enable smart-
phones to read UHF RFID tags. For example, TiFi [3] pro-
poses to read tag IDs using RFID readers and broadcast tag
IDs as Wi-Fi beacons, so that smartphones equipped with
Wi-Fi modules can receive the tag IDs. However, as all tag
IDs will be broadcast to smartphones, it is very challenging
to correctly identify the interested tag among all the tag IDs.

2.2 System Architecture and Problem Definition

We assume that all N items are labelled with UHF RFID
tags and the tags are covered by RFID readers. In practice,
one reader can connect multiple reader antennas deployed
in different locations. The readers continuously interrogate
the tags and measure the backscattered signal of the tags
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Fig. 2. System architecture of ShakeReader. ShakeReader consists of
three main functional components: Component-1 processes RFID data
and detects smartphone gestures in the server side, then broadcasts
the packet to all clients via a wireless network; Component-2 processes
IMU sensor data collected at the smartphone and detects the smart-
phone gestures; and Component-3 processes the timing information
extracted by the other two components and pairs a smartphone with an
interacted tag in the client side.
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(e.g., phase, signal strength). M clients in the environment
specify their interests in tags by making pre-defined smart-
phone gestures (i.e., clockwise and counter-clockwise rota-
tion of smartphone) near the interested tags.

Fig. 2 illustrates the system overview and dataflow. A cli-
ent makes a smartphone gesture to specify the intention to
fetch information about an interested tag. The server collects
tag data from RFID readers and identifies the interested tag
among many co-existing tags in the environment. The
server also records the starting and finishing timestamps of
the smartphone gesture. Along with the coarse-grained tim-
ing information, the server next examines the fine-grained
patterns in RFID measurement data caused by smartphone
gesture. Such timing information is broadcast to all clients
over a wireless network. Meanwhile, a mobile application
running in client’s smartphone records the motion sensor
data and identifies the smartphone gesture.

The key objective is to pair an interested tag 7;
(1 <4< N) with its corresponding client C; (1 < j < M)
based on RFID and sensor measurements. The smartphone
gesture generates two different data streams: 1) backscat-
tered signal data in RFID system, and 2) motion sensor data
in smartphone, respectively. The synchronicity of the same
event (i.e., smartphone gesture) provides an opportunity to
correctly pair the interested tag with its corresponding
smartphone.

3 MODELLING REFLECTOR POLARIZATION

Referring to Fig. 3, we illustrate the signal propagation and
polarization of a rotating smartphone. The RFID system
uses a circularly-polarized antenna, which transmits a com-
bination of vertical waves v and horizontal waves h with
the phase difference of 7/2. We use pr to denote the tag
polarized direction, and py to denote the long-axis direction
of the reflector (i.e., smartphone). o, B, and y represent dif-
ferent angles between the polarized directions.
Suppose the reader transmits S (t):

Sa(t) =h- cos(kt —¢,) +v- sin(kt —dy), o))

where ¢, is the constant phase offset induced by the trans-
mitter circuit.

. B Sasr—1—a

TS e Pr

A

: ,"é\ﬂ»lb\ SR A E
i fe——

Sa=1-a ﬂi’»" } 4 E

/SA Sa=T Sa-1-r :

Sa-r

RFID Antenna Tag Reflector

Fig. 3. Reflector polarization model and angle relationship between tag,
reflector and RFID antenna.

3.1 Antenna-Tag-Antenna

Due to the tag polarization [1], [18], [22], [28], the signal
emitted by the reader and arrived at the tag S4_r(t) will be
projected to the direction of the tag polarization py. Thus,
we have:

Sa—r(t) = pp- Salt —tar)
= (pp - h)cos (kt — Qsr — s — b7)
+ (pp - v)sin (kt — pap — ¢4 — b7)
= cos () cos (kt — pp — b4 — d7)
+ sin («) sin (kt — par — da — ¢7)
Gar = 2ndar/X mod 2w

; ()

where ¢ 47 represents the propagation time from the reader
antenna to the tag, ¢ 1 represents the phase change corre-
sponding to the signal distance change ds_.r, and ¢r
denotes the phase shift caused by the tag’s hardware.

Similarly, the backscattered signal of tag to reader
Sa—r-4(t) projects to both the reader polarized directions h
and v. Therefore, we will receive two sub-signals S ., ()
and SY_,_ ,(t) corresponding to the antenna polarized
direction /i and v, respectively. Thus, we have:

{ SAHT*»A (t)

SA—»T—>A (t) =

cos (o) St
sin («)Sa—r

(t—tr—a)

. 3)
(t — tTﬁA)

The backscattered signal of tag Si_.7_.4(t) is the combina-
tionof S, ,(t)and SY ., . ,(t) as follows:

Sacroa(t) = Sh_ 4 (t) + S4_pa(t —trp)
= cos (2a) cos (kt — 2¢ 47 — ¢')
+ sin (2a) sin (kt —2¢,7 — ¢')
Gup = 2mdy7/N mod 2w
¢ = ¢a+or+ ¢,

4)

where ¢/, is the phase offset induced by the receiver circuit
of the reader antenna. ¢’ is a constant value related to hard-
ware of tag and reader. As a result, we can see that the back-
scattered signal of tag Si_r_4 is influenced by both the
distance d4_r and the angle between the tag and antenna «.

Previous works [17], [40] have studied the influence of
the tag’s orientation on phase values (i.e.,, antenna-tag-
antenna). However, the previous models do not consider
the reflector polarization and its impact on backscattered
signal.

3.2 Modelling Reflector Polarization
To further characterize the backscattered signal in our sce-
nario, we consider a scenario with a reflector (.e.,
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Fig. 4. The comparison between the real phases and the theoretical
phases.

smartphone). The signal emitted by the reader and arriving
at the reflector Sy p(?) is:

Sa-r(t) = pr-Sa(t —tap)

cos (B) cos (kt — pap — da — br)

+ sin (B) sin (kt — dpap — s — dr)’
Gap = 2mdar/X mod 27w

where ¢y, is the phase offset caused by the reflector.
Then S4_p(t) will be reflected to the tag and the signal
Sa-pr—r(t) can be expressed as:

(5)

(6)

Sa-pror(t) will arrive at the reader antenna and project on
two antenna’s polarization direction S% , . ,(t) and
S g 4(t) as follows:

Sapr1(t) = cos (y)Sa—r(t — tro1).

{SL%M) = cos(@Saporlt—tra)

S pora(t) = sin(@)Sapr(t —tr_a)

Thus, the final arrived signal at the reader Sy z_7—4(t) can
be formulated as follows:

= S moroa®) + 8% g a(t = tay)
cos (o + ) cos (y) cos (kt — ¢ apra — ¢")
+ sin (a + B) cos (y) sin (kt — ¢papra — ¢") -
Gapra = 2mdy g rA/X mod 2w

' = s+ dp+br+

SAHRHTHA (t)

(®)
From Eq. (8), we observe that the backscattered signal

SiroT—4 1s a function of the distance and the relative
angles among reader, tag and reflector.

Similarly, the received signal propagated along another
path Sa_7_.p—.4 can be modelled. Note that S4_z—7_4 and
Sa—r—pr—a are reciprocal with the same propagation dis-
tance and the same polarization directions.

Finally, the received signal of antenna R(t) can be mod-
elled:

R(t) = Samr—a(t) + Samp—r—a(t) + Sa—r_r-a(l)
= cos (kt — 2¢4p — ¢ — 20t)
+ 2 cos (y)cos(kt — papra — ¢ —a — B)
Gur = 2mdyp/X mod 2m

Gapra = 2mdapr—a/X mod 2w

¢ = s+ o7+ 9
' = s+ bp+dr+ ¢,
y=18—q] 9)
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Fig. 5. lllustration of the pre-defined smartphone gesture.

Key Observation: The distance and the polarization directions of 269

tag, reflector, and antenna jointly affect the received backscattered
signal.

We conduct an experiment to validate our proposed
reflector polarization model. In the experiment, we ensure
that both tag and reader antenna are fixed and only rotate
the reflector (i.e., change of g) for one circle. Specifically, we
use an iPhone 7 (67.1mm x 138.3mm) as a reflector to rotate
360 degrees counter-clockwise at 5cm in front of the tag.
The distance between the tag and reader’s antenna is 15cm
and the angle between them is 0 (i.e., @ = 0). The result is
shown in Fig. 4. We observe that the phase changes with the
rotation of the reflector and the changes of the measured
phases are consistent with the theoretical phases. Note that
the overall deviations of the phase values are introduced by
the unknown parameters ¢’ and ¢” in Eq. (9). The experi-
ment result demonstrates the validity of our reflector polari-
zation model, which can be applied when capturing and
differentiating a pre-defined gesture from other movements
nearby.

4 SyYSTEM DESIGN

In this section, we first design an interactive smartphone
gesture between smartphones and RFID tags, and then elab-
orate our three key functional components: Component-1)
RFID based smartphone gesture detection in server; Com-
ponent-2) motion sensor based smartphone gesture detec-
tion in smartphone; and Component-3) synchronicity based
matching and pairing for interested tags and their corre-
sponding smartphones.

4.1 Smartphone Gesture

Based on our reflector polarization model, we design a
simple yet effective pre-defined smartphone gesture to
specify user’s interest in a tag, as shown in Fig. 5. The user
first holds the smartphone horizontally then approaches
the interested tag. Next, the user rotates the smartphone
180 degrees clockwise rotation followed by a symmetric
180 degrees counter-clockwise rotation and finally departs
from the tag. During the entire interaction, the phone
should be held vertically to interact with the tag and the
direction of the phone’s Z-axis should point straight ahead
and remain perpendicular to the direction of gravity. Note
that the pre-defined gesture does not require strict rotation
angle.

To visualize the changes in RFID data as well as the sen-
sor data caused by the gesture, we ask a volunteer to per-
form a smartphone gesture and measure both RFID data
and motion sensor data in Fig. 6.
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Fig. 6. Phase measurements (upper panel) and sensor data (lower

panel) during the interaction.

We observe that the phase measurements remain flat
before the smartphone gesture and start to fluctuate during

the interaction. The phase changes caused

by the interaction

are divided into three periods: approach, rotation and

departure. On the other hand, when appr

oaching and leav-

ing, acceleration readings in Y-axis are very small, since Y-
axis is mostly perpendicular to gravity. As a user rotates the
phone, the acceleration readings clearly exhibit two increas-
ing-and-decreasing patterns. In the following, we first focus
on the RFID data and analyze the phase changes.

4.2 RFID based Smartphone Gesture Detection

4.2.1

Approach and Departure Patterns

As shown in Fig. 6, when the phone is far away from the tag,
the phase values remain stable. As the distance does not

change during this period, the phase

readings remain

almost constant subject to small noise. Once the phone starts
to approach or depart from the tag, the reflected signal from
the smartphone will affect the phase measurements. Thus,

the phase measurements of the interested

tag will fluctuate

with the distance change between the tag and the phone.
More importantly, as the phone approaches, the back-

scattered signal exhibits the specific approach pattern and

its fluctuation range (i.e., the difference between the local

maximum and the local minimum of p

hase readings) is

becoming larger because the reflected signal strength from

the smartphone increases. In contrast, the
will decrease when the phone departs.
To help better understand the approa

fluctuation range

ch and departure

patterns, we take the approach gesture as an example and
illustrate in Fig. 7. When the smartphone approaches the

tag, the received signal consists of two

components: the

static component OC, and the dynamic component CA with

varying phase and signal strength. In this

Phase(rad)

process, the static

— static
— dynamic
— combined

phase of combined signal 0:

Fig. 7. The changes of received signal phase when a reflector is
approaching.

component ocC keeps unchanged because both the reader
antenna and tag are static. As the length of the reflection
path di_r_r (Antenna-Reflector-Tag) decreases continu-
ously, the signal strength of the dynamic component
increases while the phase rotates, resulting in the spiral
changing pattern of C'A (i.e., blue spiral curve in Fig. 7).
Therefore, the measured combined signal (red arrow OA)
will fluctuate around OC' with an increasing oscillation
radius [38]. As a result, the fluctuation range of the
approach pattern exhibits an increasing trend. Similarly,
when the reflector moves away from the tag, the peaks of
the fluctuation will decrease gradually.

Based on this observation, we measure the standard devia-
tion of phase readings to detect the start and the end of a ges-
ture. In particular, we apply a moving window to scan the
phase measurements and continuously calculate the standard
deviation of the phase measurement in the window. The stan-
dard deviation will remain small without gestures. When the
standard deviations of three consecutive windows exceed a
threshold, we consider that one gesture starts to affect the tag. If
the standard deviations of three consecutive windows are
below the threshold and the phase readings return to the origi-
nal phase readings measured before the gesture, we consider
the gesture to be finished. We record the starting point time-
stamp T and finishing point timestamp 77> as shown in
Fig. 8a. Based on the empirical measurement, we set the size of
moving window in this step to 151 samples (about 0.8
seconds) to make a balance between processing time and
accuracy. For the threshold, we empirically set it to 0.21,
which is approximately 15 times the average standard
deviation of the phase readings from 100 collected traces
without gestures.

However, we note that dynamics in the environment are
likely to cause various changes in the tag phase readings. In
order to accurately detect approach and departure patterns, we
first find the local maximums and local minimums of phase
readings, then measure the differences between two adjacent local
maximum and local minimum defined as fluctuation range. If there
are two or more consecutive fluctuations and the fluctuation

i i :
X] Txtar‘[ Tend t(S)

(a) Cut the phase readings
associated with the gesture

Fig. 8. Timing information extraction on tag signal.
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Fig. 9. The changes of acceleration readings in the x, y, and z axes dur-
ing the interaction.

range exhibits an increasing trend (as illustrated in Fig. 8b), we
consider that the phone is approaching. In contrast, the continu-
ous decreases in the fluctuation range indicate that the smart-
phone is departing from the tag. In practice, some movements
may cause similar phase changing patterns as in approach and
departure events. In the following, we design a unique smart-
phone gesture to facilitate the detection and improve the detec-
tion robustness.

4.2.2 Rotation Pattern

To improve the detection robustness against the dynamics
and background noise in the environment, we define a
smartphone gesture (clockwise and counter-clockwise rota-
tion of smartphone). As analyzed in Section 3, smartphone
polarization can affect the received backscattered signal. In
Fig. 6, we have an interesting observation.

Observation: Phase changes caused by the defined smartphone
gesture are generally symmetric.

We observe that the phase reading shows an ‘M’ or ‘W’
shape because the smartphone gesture is symmetrical. As a
result, RFID readers can leverage such prior knowledge and
detect a pre-defined smartphone gesture. Note that such a
symmetric pattern in our pre-defined gesture can be used to
disambiguate human activities (i.e., human movement),
which do not generate symmetric patterns.

Although the rotation angles of the clockwise and
counter-clockwise are generally symmetrical, the rotation
time and speed can be slightly different, resulting in mis-
aligned phase waveforms. To accurately detect the symmet-
ric point and use that as the timing information, we adopt
the Dynamic Time Warping (DTW) algorithm to match the
slightly misaligned phase waveforms measured in clock-
wise and counter-clockwise rotations. We first select the
local maximums and local minimums on phase readings
of rotation as a candidate set of symmetric points
{SP,SP, ,...,8PF;,...,SPx}. Next, we divide the tag
signals into two parts: clockwise signal ¢y (k) before the
symmetric point SP, and counter-clockwise signal
Ocew (k) after the symmetric point as shown in Fig. 8c.
Then, we use DTW algorithm to calculate the distance
between the Oy (k) and the flipped counter-clockwise

signal, flip(6cow (k)):

Distance(k) = DTW (0cw (k), flip(Ocew (k))), k € [1, K].
(10)

The minimum distance indicates the highest similarity of
Ocw (k) and flip(Ocew (k)). We notice that the time difference
between clockwise and counter-clockwise rotation of smart-
phone performed by users are generally less than 1 second.
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acceleration reading from common daily

Therefore, the DTW algorithm in our experiment tolerates
clockwise and counter-clockwise rotation waveforms with a
maximum misalignment of 1 second. As a result, we can find
the true symmetric point and filter out noise in the environ-
ment (e.g., user movement, random signal fluctuation).

4.2.3 Timing Information Extraction on Tag Signal

Based on the observations, we can extract three key timing
information on the backscattered signal of RFID tag T;
(1 <i < N) as shown in Fig. 8d:
Absolute timestamp of symmetric point 7%, P (7}).
Clockwise rotation duration D¥IP(T;): the difference
between symmetric point timestamp and starting
point timestamp T352(T;), i.e., DEgP(Ti) = T (1))
T,

e Counter-clockwise rotation duration D¥ . (T;): the
difference between symmetric point timestamp and
finishing point timestamp 77 1°(T;), i.e., DI (T;) =
Tod" (L) = T (T).

4.3 Motion Sensor based Smartphone Gesture
Detection

After detecting the gesture from the RFID data, we need to

perform gesture detection on user’s smartphone and pair

the smartphone to the corresponding tag.

4.3.1 Smartphone Gesture Detection

In the above discussion, we only focus on the acceleration
readings in the Y-axis for concise presentation. In practice,
X-axis and Z-axis acceleration readings can complement
and enhance the gesture detection as shown in Fig. 9. For
comparison, we also plot the acceleration readings from
various human activities (e.g., walking, running, and pick-
ing up and putting down) in Fig. 10. We notice acceleration
readings exhibit different patterns when a user performs
our pre-defined gesture and other daily activities.

Since the phone is held horizontally in the initial state,
we observe that the acceleration readings in Y-axis and Z-
axis are close to zero, and the acceleration readings in X-
axis are close to the gravitational acceleration 9.8m?/s.
Therefore, we can determine the initial state of our defined
gesture by measuring the initial pattern of acceleration
readings.

Next, we need to detect the approach pattern and depar-
ture pattern. We find when the phone starts moving toward
the tag along the Z-axis, the Z-axis acceleration readings
will increase from 0. To detect the starting and finishing
time of smartphone gesture, we calculate the standard devi-
ations of Z-axis readings in each moving window. If the
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Fig. 11. Phase changes caused by different users.

standard deviations exceed a threshold for three consecu-
tive windows, we consider that the smartphone is
approaching the tag and departing when the standard devi-
ations drop below the threshold for three consecutive win-
dows. When a user finishes this interaction gesture, the
acceleration readings in all three axes will return to the ini-
tial state. Meanwhile, we record the starting point time-
stamp TFE°" and finishing point timestamp 7779, In our
experiments, the size of moving window is 0.8 seconds (80
samples at the fixed sensor sampling rate of 100/ %), which
is consistent with the threshold for RFID-based gesture
detection in Section 4.2.1. In addition, to find a reliable
threshold for detecting the 75 and T7"¢, we first mea-
sure that the average standard deviation of the Z-axis read-
ings from 100 collected traces in the initial state is 0.19.
Based on the experimental observations, we set the thresh-
old to 0.57, which is 3 times the measured average value.
Then, we identify smartphone rotation by measuring the
acceleration readings in Y-axis. In the initial state, the accel-
eration readings in Y-axis are expected to be small and sta-
ble. In contrast, once the phone starts rotation, its readings
change from 0 to 9.8m?/s. As the user rotates clockwise and
then counter-clockwise, the acceleration readings in Y-axis
exhibit two peaks. Hence, we search for local maximum val-
ues and local minimum values and extract the key timing
information. Our observation is that the smartphone gesture
is symmetric, and the symmetric point is the local minimum
(corresponding to the horizontal pose after clock-wise rota-
tion) between two local maximums (corresponding to the
two vertical poses during the clock-wise and counter
clock-wise rotations, respectively). As a result, we can iden-
tify the symmetric point P;,,,: the local minimum between
two peaks and its Y-axis acceleration reading near zero. In

this way, we obtain the timestamp of symmetric point

Phone
TZs’ym

4.3.2 Timing Information Extraction on Sensor Data

Based on the above observation, Component-2 detects the
pre-defined smartphone gesture and extracts the timing
information for each client smartphone C; (1 < j < M) as
follows.

Absolute timestamp of symmetric point 750" (C}).

Clockwise rotation duration D¥9r¢(C;): the differ-
ence between symmetric point timestamp and start-
ing point timestamp, i.e., Dgr®(C)) = Tireme(C))—
T (C)-

e  Counter-clockwise rotation duration D¥ne: the dif-
ference between symmetric point timestamp and fin-
ishing point timestamp 77" (C}), i.e.,, Digg(C)) =
TEame (Cy) = Tomre(Cy).

end

4.4 Synchronicity Based Matching and Pairing

As the backscattered signal and the sensor data are simulta-
neously affected by the same gesture, we leverage the syn-
chronicity of the signals to pair the interacted tag and the
corresponding smartphone. Instead of mapping all the data
points in two data streams, we only match backscattered
signal and the sensor data using the extracted key time
information to reduce computation time and network
traffic.

We design a sequence matching algorithm based on the
following three key observations: (1) The rotation gesture is
generally performed within a certain period P (e.g., 5s); (2)
Different users may generate different key timing informa-
tion; and (3) The key timing information of backscattered
signal and sensor data caused by the same gesture are syn-
chronized. Based on these observations, we match tag 7;
(1 <¢ < N) with client C; (1 < j < M) (denoted as T} — C)),
if all following conditions are satisfied:

G2 it o=
o g 4 oo (0) < P
s Loym \Li) = Lgym J
o C4: DEP(Ty) = Dggre(Cy)
+ C:DER(T) = DESP(C)

However, such strict timing requirements may not be
satisfied in practice. For example, due to the ALOHA proto-
col of RFID system as well as the different sampling rates of
the backscattered signal and the sensor data, the RFID sig-
nal and sensor readings may not be exactly matched. To
address this practical issue, we relax the conditions (C3 -
C5) by tolerating a small mismatch § in the time domain.
For example, we relax C3 as follows:

o  Relaxed C3: |TLIP(Th) — Toere(Cy)| <8

We note that a smaller § indicates a tighter timing
requirement, which can reduce the possibility of incorrectly
matching two streams generated by different gestures but
meanwhile increase the chance of missing two streams orig-
inated by the same gesture. We empirically tune § and set §
to 400ms.

Why do we extract three key timing information for matching?
Fig. 11 plots the phase readings when three volunteers per-
form smartphone gestures in front of their interested tags
concurrently. We notice that the timestamps of three sym-
metric points can be very close in time, making it hard to
differentiate. Fortunately, as users tend to perform gestures
differently (e.g., different speed, different duration) [37], the
clockwise and the counter-clockwise duration can be differ-
ent in practice. For example, the gesture duration of user 1
is shorter than that of user 2. Therefore, we extract three key
timing information to differentiate users and improve
robustness.

As the network traffic involved in transmitting the tim-
ing information as well as tag ID is small, the server can
encapsulate the timing information of RFID data and its tag
ID and broadcast a message to all clients through wireless
communication. As a matter of fact, a smartphone can be
connected to the Internet via various wireless networks
(e.g., Wi-Fi, Bluetooth, cellular, efc.). Our system running in
the application layer does not have a specific requirement
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Fig. 12. Shape and size of RFID tags and smartphone.

on the networking technologies in the lower layers. In prac-
tice, messages can be transmitted using sockets from a
server to a mobile client in a user’s smartphone. Receiving a
broadcast packet, clients test the above matching conditions
if the client’s smartphone has detected a smartphone ges-
ture recently. If no smartphone gesture has been detected, a
client can simply drop the broadcast packet. If all the above
conditions are satisfied, the client can read the tag ID from
the broadcast packet, and fetch more information about the
tag from the server using the tag ID as an index. The compu-
tation overhead involved in testing the above conditions is
very low and can be afforded by smartphones.

5 CoPE WITH MORE PRACTICAL FACTORS

In practice, many factors may introduce errors. Among
these factors, tag-to-tag distance and reading rates for target
tags are the two crucial ones. In this section, we propose
some solutions to mitigate their impacts on the performance
of ShakeReader.

5.1 Interaction in A Product-intensive Environment
5.1.1 The Impact of Adjacent Tags

To reduce costs and increase profits, products in the store
are usually placed densely. In the product-intensive envi-
ronment, our system can be influenced by the adjacent tag-
labelled products. As a result, our system may mis-detect
the neighboring tags as the interested tag.

To visualize the effects of the adjacent tags, we place
three tags (Impinj E53) in a straight line with the same tag-
to-tag distance and their order from left to right is Tag 1,
Tag 2, and Tag 3. A volunteer holds a smartphone (iPhone
7) to perform the pre-defined gesture in front of Tag 2 (tar-
get tag). The shape and size of RFID tags and the smart-
phone in this experiment are shown in Fig. 12. We vary the
tag-to-tag distance (the distance between the center points
of tags) from 5cm to 15¢m to observe the signal changes of
these three tags. Note that when the tag-to-tag distance is
5cm, the spacing distance of two tags is only 0.2cm and
most parts of adjacent tags are under the coverage of the
smartphone during interaction.

Fig. 13 plots the phase measurements of all three tags at
different tag-to-tag distances. The phase measurements of
non-interacted tags (i.e., Tag 1 and Tag 3) indeed exhibit
similar fluctuation patterns to that of the interacted tag (i.e.,
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Fig. 13. The phase changes of the interacted tag and its adjacent tags.

Tag 2). We mitigate the impact of adjacent tags based on the
following three key observations.

Observation 1: The phase fluctuation of adjacent tags decreases
as the tag-to-tag distance increases.

As shown in Fig. 13, as the tag-to-tag distance increases,
the phase fluctuation of adjacent tags becomes less drastic
compared to the interacted tag. This is because the signal
strength of reflected signal on the adjacent tags becomes
weaker as the distance increases. Therefore, we can find the
interacted tag based on the fluctuation of the phase
measurements.

To formulate the fluctuation of the signal, we measure
the range of the signal phase, namely Fluctuation, as follows:

F(T;) = max(6(T;)) — min(6(T;)), an
where 6(T;) is the phase measurement of tag 7; caused by
smartphone gesture, where i € [1, N] and N is the number
of tags.

However, we observe that signal phase exhibits similar
fluctuation under a closer tag-to-tag distance, i.e., Tag 1 and
Tag 2 in Fig. 13a, due to similar and strong signal strength
reflected from the smartphone. Therefore, only using the
fluctuation of the signal phase may not be able to detect the
interacted tag under an extremely product-intensive
environment.

Observation 2: The phase changes of adjacent tags show a less
symmetric pattern when the tag-to-tag distance is small.

As the tag-to-tag distance increases, the influence of
smartphone gesture on adjacent tags becomes weaker,
which results in smaller phase changes on adjacent tags
(e.g., Tag 3 in Fig. 13¢c). Such a flat pattern may result in
higher symmetry of adjacent tags than that of the interacted
tag. In contrast, when the tag-to-tag distance becomes
smaller, the signal phase of the adjacent tag (e.g., Tag 3 in
Fig. 13a) presents a less symmetric pattern compared to the
interacted Tag 2. This is because users perform a symmetric
gesture right in front of an interested tag (i.e., Tag 2) instead
of adjacent tags. Therefore, when the tag-to-tag distance is
relatively small, symmetry can be utilized to distinguish the
interacted tag from the adjacent tags as well.

Symmetry represents the similarity of clockwise signal
and flipped counter-clockwise signal induced by the sym-
metric gesture. Refer to the Eq. (10), a smaller distance
means that these two parts of signal have a higher symme-
try. To measure Symmetry, we reverse the distance value of
Eq. (10) by multiplying —1. As a result, the tag with the
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maximum value of Symmetry is most likely the tag inter-
acted by users. The Symmetry can be expressed as:
Sym(Ti) =

max(—1 x Distance(T;)) (12)

However, we observe that only using the above two metrics
may still be difficult to find the interacted tag. For example
in Fig. 13a, we cannot determine whether the interacted tag
is Tag 1 with larger Fluctuation or Tag 2 with higher
Symmetry.

Observation 3: Compared with adjacent tags, the phase
changes share higher similarity among the interacted tags.

Our system requires users to perform a pre-defined and
fixed smartphone gesture to interact with their interested
tags. During the interaction, interacted tags are within the
shadow of the smartphone. As a result, the influence on the
interacted tag signal is consistent. In contrast, only parts of
the antenna of the adjacent tags are affected by the smart-
phone gesture. As a result, the similarity among the inter-
acted tags, such as Tag 2 in Fig. 13, is higher than that of the
adjacent tags. Therefore, Similarity can be regarded as an
effective measurement to detect interacted tags.

Based on this observation, we select a phase changes
caused by the pre-defined gesture as a template, and calcu-
late the Similarity between the phase changes of possible
tags and the template, which can be regarded as an effective
metric to complement other two metrics. Similarity can be
formulated as:

Sim(T;) = maz(—1« DTW (0(T;),

O(template))), (13)

where (template) is the phase measurement of the tem-
plate. Note that we also adopt the Dynamic Time Warping
(DTW) algorithm to calculate the similarity, since it allows
the elastic transformation of time series to calculate the simi-
larity between signals with different lengths. In addition,
experiments show that the phase changes caused by our
pre-defined gesture for different tags and users are rela-
tively consistent. Therefore, we only need to collect one tem-
plate even for multiple users.

5.1.2 Determine the Interacted Tags

To compare these different types of metrics, we utilize min-
max normalization to transfer all three metrics of F(T;),
Sym(T;) and Sim(T;) into a unified range [0, 1]. The corre-
sponding normalized metrics, F'(T;), Sym’'(T;) and Sim/(T;)
are denoted as:

o F(T;) — min(F)
F(T) = max(F) — min(F) (14)
yomy . Sym(T;) — min(Sym)
Symi (1) = max(Sym) — min(Sym,) (15)
oy Sim(T;) — min(Sim)
Sim/(T) = maz(Sim) — min(Sim) (16)

Fig. 14 plots the three metrics of corresponding tag signals
in Fig. 13. We observe that only using a single metric cannot
distinguish the interacted tag from others. For example, in a
sparse environment in Fig. 14c, the value of Fluctuation of

9
Similarity Similarity Similarity
1 B Tagl 1 B Tagl 1 B Tagl
zz OTag2 OTag2 O Tag2
04 OTagd OTagd OTagd
Fluctuation ~ Symmetry  Fluctuation ~ Symmetry = Fluctuation  Symmetry
(a) 5cm (b) 10 cm (c) 15 cm
Fig. 14. Comparison of three metrics: Fluctuation, symmetry, and

similarity.

interacted Tag 2 is larger than that of adjacent Tag 1 and
Tag 3, while in densely deployed scenarios in Fig. 14a, the
value of Fluctuation of Tag 2 is smaller than that of Tag 1.
Similarly, the value of Symmetry can be used to find the
interacted tag (i.e., Tag 2) from adjacent tags in Fig. 14b,
while it fails to detect the interacted tag in Fig. 14c. The Simi-
larity can serve as a complementary metric of the other two
metrics to find the target tag. For example, when Tag 1 has
larger Fluctuation and Tag 2 has higher Symmetry in Fig. 14a,
Similarity can determine that Tag 2 is the interacted tag
instead of the adjacent Tag 1.

Algorithm 1. Determining the Interacted Tag and the
Order of Potential Tags

Input:
The set of phase measurements from potential tags, 6(T1),
G(TQ)/ s 9(711)/ s Q(TN)/
The phase measurement of the template, 6(template);
Output:
The interacted tag, Tp,;
The order set about interacted probability from high to low,
0= {01,027 ey ON};
: for each tag 7; do
calculate Fluctuation F(T;); {Eq. (11)}
calculate Symmetry Sym(T;); {Eq. (12)}
calculate Similarity Sim(T;); {Eq. (13)}
end for
: for each tag 7; do
normalize Fluctuation F'(T;); {Eq. (14)}
normalize Symmetry Sym/(T;); {Eq. (15)}
9: normalize Similarity Sim/(T;); {Eq. (16)}
10: end for
11: for each tag T; do
12: calculate joint metric M(T;); {Eq. (17)}
13: end for
14: O = Order( M, 'descending’); {descending order of M}
15: return Tp , O;

PN RN

Therefore, we synthetically combine these three metrics
and define a joint metric M to rank all potential tags and
determine the interacted tag with the highest rank. The joint

metric M can be formulated as
M(T;) = wi F'(T;) + waSym!(T;) 4 w3 Sim’(T;). an
In practice, we empirically set the weights w; = 0.3, wy =

0.2, and w3 = 0.5, respectively. We assign a higher weight to
Similarity because the impact of pre-defined gesture on the
interacted tag are relatively consistent among different tags
and users.
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Fig. 15. The adaptive reading scheme.

The overview of the interacted tag detection algorithm is
shown in Algorithm. 1, named FSS algorithm (Fluctuation,
Symmetry, and Similarity). Specifically, we sort the joint met-
ric M in descending order, and then get the order set of
potential tags O. A tag with a higher M is more likely to be
interacted. In practice, we can push the information of Top-
k tags to users to prevent information missing. We evaluate
the performance of the FSS algorithm with experiments in
Section. 6.

5.2 Adaptive Reading Scheme

In practice, the reading rate of the commodity RFID reader
is limited. A low sampling rate in a tag-intensive environ-
ment may influence our system performance. To solve this
problem, we design an adaptive reading scheme to focus on
potential interacted tags while filtering out other co-existing
tags in the environment.

Specifically, the adaptive reading scheme includes two
reading modes: normal reading mode and selective reading
mode. In the normal reading mode, the RFID reader directly
sends the QUERY command to inventory all tags. By ana-
lyzing the received tag information (e.g., phase and RSS
changes), we can find the potential tags that are likely being
interacted by users and record their IDs.

After detecting these potential interacted tags, the adap-
tive reading scheme will switch to the selective reading
mode and set these potential interacted tags as target tags.
The selective reading mode consists of two following steps:
(1) The RFID reader first sends the SELECT command to
select potential tags, which is compatible with and sup-
ported by the EPC standard. (2) Then the RFID reader sends
the QUERY command to only read the potential tags which
can effectively increase the reading rates of potential tags.

We conduct an experiment to test the feasibility of the
adaptive reading scheme. We use an RFID reader (Impinj
R420) to query 30 RFID tags, which include five different
types of tags (Impinj E53, Impinj H47, Alien ALN-9640,
Alien ALN-9662 and Alien ALN-9629). One antenna is con-
nected with the reader. We first adopt the normal reading
mode and send QUERY commands to read all 30 tags.
Then, we switch to the selective reading mode and read 3
potential tags out of the 30 tags.

Fig. 15 plots the individual reading rates in the two read-
ing modes and the baseline is 30 reads/s. In the normal read-
ing mode, we see that the individual reading rate of all 30
tags is about 24 reads/s, which lower than the baseline. In
contrast, after adopting the selective reading mode, the indi-
vidual reading rate of target tags is significantly increased to
about 129 reads/s, which is 5 times larger than that of normal
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TABLE 1

Default RFID Configuration in ShakeReader
Parameter Status
Channel List Channel 1, 920.625MH~
Transmit Power 32.5dBm
Reader Mode Max throughput
Search Mode Dual Target
Sampling rate of sensor 100Hz

reading mode. Therefore, we can utilize this adaptive read-
ing scheme to select potential tags and increase their reading
rates in product-intensive environments.

6 IMPLEMENTATION AND EVALUATION

We implement a prototype of ShakeReader using the COTS
RFID system and conduct extensive experiments to evaluate
its performance in this section.

Hardware. As shown in Fig. 16, our prototype system con-
sists of an Impinj R420 RFID reader, which is connected to a
circularly-polarized directional antenna. We adopt the Net-
work Time Protocol (NTP) to synchronize the reader’s time
[20] with smartphones. Three different types of RFID tags
(i.e.,, Impinj E53, Alien ALN-9640, and Impinj H47) are
tested in our experiments. A PC with Intel Core i7-10510U
2.30GHz CPU and 16GB RAM is used as the server to con-
trol the reader and process the received RFID data. We test
three popular smartphones including an iPhone 7 with alu-
minum back cover, a HUAWEI P20 Pro with glass back
cover, and an iPhone 7 with a common soft rubber case.

Data Collection. Our server adopts the LLRP (Low-Level
Reader Protocol) to communicate with the RFID reader and
the software is implemented using C#. We use MATLAB
Mobile Apps [24] to collect sensor data and the data proc-
essing algorithm is implemented using MATLAB.

Experiment Setting. We conduct experiments in an office
environment with a size of 4m x 10m and a bookshelf scenario
in another office to evaluate the performance of ShakeReader. By
default, the reader uses its maximum transmit power at
32.5dBm and works on 920.625MHz. In our experiment, the
reading rate is about 260 tags/s. On the client side, we adopt
the sampling rate of 100Hz to collect data from the
smartphone’s accelerometer. The default configuration is in
Table 1.

Metrics: For each component, we mainly focus on detection
accuracy. We adopt three metrics, i.e., Accuracy, False Accept
Rate (FAR) and False Reject Rate (FRR) to evaluate the overall
performance of the system. Accuracy is defined as the rate that
one tag is correctly matched to its corresponding client. FAR is
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the rate that ShakeReader incorrectly accepts the uninterested
tag information and FRR is the rate that ShakeReader incorrectly
rejects the interacted tag information.

6.1 RFID based Smartphone Gesture Detection
Component-1 detects smartphone gestures based on the
phase measurements of RFID tags. In the following, we con-
sider various factors that may affect the detection accuracy.

Impact of Smartphone-to-Tag Distance. To evaluate the
effective interaction range of ShakeReader, we vary the
smartphone-to-tag distance from 2c¢m to 10cm. A volunteer
is asked to perform the smartphone gesture 30 times at each
interaction distance.

Fig. 17 shows the detection accuracy at different distan-
ces. The smartphone gestures can be detected with an aver-
age accuracy over 95 percent. In the figure, we see that
within interaction distance of 10cm, the gesture detection
accuracy for Impinj E53 and Impinj H47 tags keeps stable
and exceeds 95 percent at all tag-smartphone distances. The
interaction with ALN-9640 tag exhibits a lower detection
accuracy of around 90 percent and decreases to 80 percent
at the distance of 10cm. This is because the ALN-9640 tag is
not fully covered by the smartphone, resulting in an asym-
metric pattern during smartphone rotation. Therefore, we
choose the Impinj E53 as our default RFID tag in the next
experiments.

We note that a longer distance between the tag and the
smartphone results in weaker reflected signals. As such, the
smartphone may not cause sufficient impact on the backscat-
tered signal, which degrades the detection accuracy. There-
fore, to ‘read’ a tag, a user needs to make a smartphone
gesture within 10cm. More importantly, the result implies
that a smartphone gesture will not cause ambiguity in identi-
fying the interacted tags as long as the interacted ones are
separated from their near tags by 10cm. As such, we do not
intend to increase smartphone-to-tag distance in the current
implementation. Possible approaches to increase the dis-
tance is to increase the transmission power of readers, and
decrease the distance between antenna and smartphone,
thereby increasing reflected signals from smartphones.

Impact of Smartphone Materials. Different smartphones
may have different back cover materials. The reflected sig-
nal is impacted by the reflection coefficient of the material.
A higher reflection coefficient of the reflector can reflect
more radio waves. To test the impact of smartphone materi-
als, we conduct an experiment using 3 smartphones with
different materials: an iPhone 7 with metal back cover, a
HUAWEI P20 Pro with a glass back cover and an iPhone 7
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with a soft rubber case. A volunteer performs the pre-
defined smartphone gesture at 10cm interaction distance.
Each phone is used to interact with 3 different tags 30 times.

Fig. 18 shows gesture detection accuracy when using
smartphones with different materials to interact with the
tag. We observe that almost all the gestures performed
using smartphones with different back cover materials can
be detected. We note that along with the external back
cover, the internal circuit board also reflects continuous
waves to the tags. As such, smartphones with glass and rub-
ber back cover can also be used to interact with tags.

Impact of Tag-to-Reader Distance. In the above experi-
ments, we fixed the distance between the tag and the read-
er's antenna at 1m. To evaluate the impact of distance
between the tag and the reader’s antenna, we vary the tag-
reader distance ranging from 1m to 2.5m. A volunteer is
asked to perform the smartphone gesture 100 times in front
of the tag while the tag-reader distance is varied. In the
experiment, we only use the Impinj E53 tag and the interac-
tion distance between the tag and the smartphone is within
10em.

Fig. 19 illustrates the gesture detection accuracy at differ-
ent tag-reader distances. When the tag-reader distance is
1m, the RFID system can reliably measure the changes in
backscattered signal and our algorithm can correctly detect
almost all gestures. As the tag-reader distance increases to
2.5m, the backscattered signal becomes weak, resulting in
miss detection of some gestures. In practice, one COTS
reader can be connected with multiple antennas. To achieve
high detection accuracy, we can deploy multiple antennas
to reduce tag-to-reader distance.

Impact of Tag-to-Tag Distance. When a user is interacting
with the tag of interest, the adjacent tags may be affected as
well, leading to detection ambiguity. To evaluate the impact
of tag-to-tag distance, we fix the tag-reader distance to 1m
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Fig. 21. Both the interacted tag and its adjacent tags are fully covered.

and the interaction distance within 10cm while varying the
tag-to-tag distances from 5c¢m to 30cm. A volunteer per-
forms a gesture in front of one tag, while we move away the
other tag from the interacted tag.

Fig. 20 plots the detection accuracy with and without the
enhancement of FSS. On the one hand, we observe that
when the tag-to-tag distance is <15c¢m, the adjacent tags
could influence the detection. When tags are very close to
each other (e.g., <10cm), without FSS our system sometimes
detects an adjacent tag as the interacted tag. In contrast,
with FSS, most interacted tags can be correctly identified.
Even when the tag-to-tag distance is 5c¢m, the detection
accuracy reaches 90 percent with FSS, which is 37 percent
higher than the result without FSS. In summary, FSS algo-
rithm can effectively improve the detection accuracy and
mitigate the impact of adjacent tags.

On the other hand, when the tag-to-tag distance exceeds
15¢m, the influence of the smartphone gesture on the adja-
cent tags is weaker and our system can detect almost all tar-
get tags. Therefore, we can regard 15¢m as the safe distance,
and tags outside the safe distance will receive limited inter-
ference. As such, when a user interacts with his interested
tag, the interacted tag will not be affected by adjacent users.
In practice, such requirement can be easily guaranteed
because of the width of human body (average adult female
shoulder width is about 40cm).

In addition, we consider a scenario where the tag-to-tag
distance is less than 5¢m and both the interacted tag and its
adjacent tags are completely covered by the smartphone
gestures. We place three Impinj E53 tags in Fig. 12 vertically
and keep the tag-to-tag distance is 3cm to conduct a
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corresponding experiment. Fig. 21 plots the phase measure-
ments of a set of tags and the corresponding values of three
metrics: fluctuation, symmetry, and similarity. We can see
that when adjacent tags (Tag 1 and Tag 3) are fully covered
by the smartphone gesture, their phase changes are almost
the same as that of the actual interacted tag (Tag 2). This is
because that they receive almost the same and strong
reflected signal from smartphone under the coverage of
smartphone gestures. In such cases, we cannot accurately
identify the exact tag of interest from neighbor tags even if
we utilize the proposed FSS algorithm to compare three
metrics as shown in Fig. 21b. Therefore, we recommend that
the setting of tag-to-tag distance should ensure that the adja-
cent tags are not fully covered by the smartphone.

Impact of Tag Orientation. In real applications, an interested
tag can be attached to an item in various orientations. To
investigate the impact of tag orientation relative to the smart-
phone, we vary the tag’s orientation # from 0° to 180° as
shown in Fig. 5. We perform the pre-defined gesture 30 times
at each tag’s orientation and measure recognition accuracy.
In the experiment, the smartphone rotates in the XY plane,
while the tag’s initial orientation attached to the item is var-
ied as illustrated in Fig. 5. According to our experiments, the
tag orientation does not affect the gesture recognition accu-
racy. That is because we leverage the symmetry of our pre-
defined gesture to pair the interested tag with its correspond-
ing smartphone, which is irrelevant to the tag’s initial orien-
tation. We note that if the smartphone rotates in the XZ
plane, since the reflection from the smartphone to the tag is
weak due to small reflection surface, it becomes hard to
notice substantial phase changes during smartphone ges-
ture. In this case, we need to manually adjust the RFID tag to
ensure that the tag plane is parallel to the smartphone.

Impact of Human Movement. Human movements near a
tag may cause the change in its backscattered signal. We
consider the human movement near a tag as well as the
blockage of the line-of-sight path between a tag and reader’s
antenna by a user. In the first scenario, we ask a volunteer to
walk near a tag and stay in front of the tag for a while. In the
second scenario, we ask a volunteer to stand between the
tag and the reader to block the line-of-sight path. Fig. 22
plots the phase measurements in the two scenarios. Com-
pared with the pre-defined gesture of ShakeReader, the phase
measurements in the two scenarios exhibit different pat-
terns. Even if Component-1 accidentally triggers a false
alarm and incorrectly broadcasts a potential smartphone
gesture to clients, the clients can filter out the packets using
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Component-3 (i.e., synchronicity based matching and pair-
ing). In addition, the limitation of the interaction distance
between smartphones and tags (within 10cm) prevents the
interference of human movements.

6.2 Overall System Performance

System Performance in a Multi-User Scenario. To evaluate the
system performance in a multi-user scenario, we invite
three volunteers (2 males and 1 female) to simultaneously
interact with any of the 9 tags. We note that volunteers do
not interact with the same tag simultaneously, but they can
interact with different tags at the same time. We conduct
this experiment in an office environment and the 9 tags are
attached on paper boxer separated by 15¢m in Fig. 16. Each
volunteer interacts with one of the tags within 10cm interac-
tion range. We record the ground truth of the interactions
and test whether our system can accurately match the inter-
acted tags to their corresponding smartphones.

In the dynamic environment with multiple users, we col-
lect 810 RFID tag records and 270 smartphone gesture
records in total. As shown in Fig. 23, ShakeReader with FSS
achieves the matching accuracy of >96.3%. Even in the case
of multi-user interaction, the FAR and FRR of each user are
less than 4 and 3.3 percent respectively. The results indicate
that ShakeReader can accurately match the interacted tags to
their corresponding smartphones. In our applications, we
care more about FRR than FAR, because false rejects mean a
user performs the pre-defined gesture but does not receive
any item information. In contrast, false accepts indicate that
it is possible for a user to receive broadcast information of
an uninterested tag. When two users interact with two dif-
ferent tags at the same time and their phase and accelerome-
ter waveforms exhibit similar patterns, ShakeReader may not
be able to differentiate the two gestures and associate the
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tags to their corresponding tags. To address this problem,
we can examine tag location and phone location to further
improve matching accuracy in future work.

System Performance Improvements Introduced by the FSS
Algorithm. To illustrate the performance of FSS algo-
rithm, we plot the differences of overall performance
between with and without FSS algorithm in Fig. 24. We
can see that with the help of the FSS algorithm, the FAR
is significantly reduced and the maximum reduction is
2.1 percent. This is because the FSS algorithm considers
three metrics synthetically to mitigate the influence of
adjacent tags, so that more interacted tags could be
pushed to the corresponding users instead of other non-
interested tags. As such, the overall accuracy is corre-
spondingly increased. Therefore, the FSS algorithm can
effectively prevent the influence of adjacent tags.

System Performance in a Shelf Scenario. To simulate real
application scenarios, we divide 10 items attached with
RFID tags into two columns and put them on the shelf to
conduct the experiment as shown in Fig. 16. The shape of
selected items is various and the distance of the tag on the
items is around 10cm. A volunteer randomly chooses an
item and performs the pre-defined gesture in front of the
interested item. In this process, we read phase samples
when performing 100 smartphone gestures in total and each
tag is interacted 10 times.

Fig. 25 plots the matching result between smartphones
and tags. For a pair of tags and smartphones, we set the
same ID. Overall, under the shelf scenario, ShakeReader can
effectively push the tag information to the corresponding
users. The overall accuracy reaches 98.8 percent, FAR is 1.22
percent and FRR is 1 percent. We notice that 4 pieces of
irrelevant information from the adjacent tag #4 are received
by the smartphone #5. Although the interference of the
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adjacent tag #4 is strong, the interested tag #5 can still be
‘read’” with a very high accuracy.

System Latency. We measure the execution time of each
component as shown in Fig. 26. The average values are
around 4.83ms, 0.13ms, and 0.48ms for Component-1, Com-
ponent-2 and Component-3, respectively. We find that the
DTW algorithm in Component-1 is most time-consuming.
To reduce the time complexity, instead of scanning all sam-
pling points of tag signals, we select the segments between
the local maximums and local minimums to execute the
DTW algorithm to find the symmetric point. In addition,
our system matches interacted tags and corresponding
users using timing information rather than raw data, which
further reduces computational complexity. Overall, the
average processing time of ShakeReader is 7.6ms for each
smartphone gesture matching, which is acceptable for most
interaction applications.

System Generalization. For the countries that adopt Fre-
quency Hopping Spread Spectrum (FHSS), commercial
RFID readers must run in the frequency-hopping mode to
reduce co-channel interference, which will cause phase dis-
continuity and impact our system performance. To address
this issue, we first conduct a phase calibration step to map
different hopping frequencies to a single fixed frequency as
described in [38], [40]. Fig. 27 plots the results after phase
calibration. The grey line indicates the phase measurements
caused by the smartphone gesture in the Hong Kong fre-
quency-hopping mode. According to the regulation of
Hong Kong Office of the Telecommunications Authority
(OFTA), commercial UHF RFID readers must randomly
hop to one of 10 center frequencies within the 920-925 MHz
band every 200 ms. Therefore, we can see that the phase
measurements collected directly from the RFID reader are
discontinuous. After applying the phase calibration, the
phase measurements show the continuous pattern. As a
result, we can use phase calibration to generalize our system
and support frequency hopping.
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Fig. 29. Impact of phone tilt on tag data and sensor data.

System Capacity. A low reading rate of reader will result
in a low resolution of measured timing information
extracted from RFID data, which may affect the matching
accuracy. To determine the maximum capacity of ShakeR-
eader, we first analyze the frequency component of the pre-
defined interaction gestures with different users. We use
the Fast Fourier Transform (FFT) to measure the frequency
domain information of RFID data when users perform ges-
tures as shown in Fig. 28a. We can see that the main fre-
quency components corresponding to the gestures are
concentrated below 20Hz. Thus, we plot the top-2 frequency
distribution from 370 RFID tag records of four users in
Fig. 28b. We can see that 96.8 percent of gesture frequencies
is less than 15Hz. According to the Nyquist theorem, the
reading rate of the RFID reader needs to be higher than 30
readings/s for a single tag. As a result, we can utilize the
adaptive reading scheme in Section. 5.2 to improve the read-
ing rate of target tags to meet this requirement.

7 DISCUSSION

In this section, we discuss limitations of ShakeReader and
room for improvement.

Design of Interactive Smartphone Gestures. Based on our
proposed reflector polarization model, we have carefully
defined our interactive smartphone gesture in Section 4.1.
In practice, these pre-defined rules are flexible and users do
not need to follow them strictly. For example, Fig. 29 illus-
trates the impact of phone tilt on tag data and sensor data
during interaction. We can see that tilting smartphone for-
ward 30 degrees (Fig. 29a) or backward 30 degrees
(Fig. 29b) relative to the tag will still produce the specific
smartphone gesture patterns as expected. As a result, the
tilt of smartphones does not greatly affect our Component-
1) RFID based smartphone gesture detection. However,
there are slight differences in the changes of smartphone
sensor data. The Z-axis acceleration readings no longer
change from 0 due to the influence of gravity. Fortunately,
our sensor based smartphone gesture detection mainly
relies on the standard deviations of Z-axis acceleration read-
ings, which are independent of the initial state. In addition,
the acceleration readings of X-axis and Y-axis are almost
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unaffected when the phone is tilted to interact with the tag.
Thus, our system tolerate slight smartphone tilt when users
interact with tags.

Tag-to-Tag Distance. Based on our experimental results in
Figs. 20 and 21, we recommend that the setting of tag-to-tag
distance should exceed 5¢m to ensure that the adjacent tags
are not fully covered by the smartphone gesture. However,
in practice, tag-to-tag distance may not be guaranteed. To
mitigate the impact of neighbor tags, we may broadcast
both the information of interacted tag and neighbor tags to
the user. Then the user can perform double-check and pick
the interacted tag. Besides, as a workaround, users can also
pick up the interested product and make sure the to-be-
interacted tag is sufficiently separated from other tags
before performing a smartphone gesture.

Tag-to-Reader Distance. In our system, we need to control
the distance between tag and reader to ensure the detect-
ability of the backscatter signal. If the tag-to-reader distance
is too large, the backscatter signal becomes too weak to be
accurately detected. Based on our experimental results, we
suggest the tag-to-reader distance should be within 2
meters. In practice, a commercial RFID reader can be con-
nected to multiple antennas. For example, the Impinj R420
reader has 4 antenna ports, which can be further extended
to connect up to 32 antennas with an antenna hub [16].
Therefore, we can deploy multiple antennas to ensure the
coverage of RFID tags.

System Cost. In this work, we utilize ubiquitous smart-
phones to enable a flexible human-RFID interaction without
making any hardware extension to either deployed RFID
infrastructure or smartphones. Compared with traditional
solutions with external UHF modules, we indeed increase
the cost of server and wireless network deployment and
power consumption, as our system requires users to con-
nect to the server through a wireless network to receive the
broadcast tag information. ShakeReader adds a new function
to the smartphones that allow smartphones to ‘read” RFID
tags without any hardware modification or extension. As
such, ordinary users in the logistics and retail industry can
use their smartphones to query the item-specific informa-
tion stored in RFID tag instead of using expensive special-
ized equipment (e.g., handheld RFID readers).

Privacy Issue and System Security. ShakeReader leverages
the synchronicity of the changes in RFID data and smart-
phone sensor data simultaneously caused by a smartphone
gesture to receive the interested tag information over a wire-
less network. In this process, sensor data from users’ smart-
phones is recorded locally and the smartphones connect to
the server to obtain the tag information, which may raise
privacy concerns. In practice, synchronicity based matching
and pairing (Component-3) can run on the client side. In
this way, clients keep sensor data local, and receive and
match the broadcast messages encapsulating the tag infor-
mation from the server. We note that clients do not need to
send any data to a server during the interaction process,
meaning that the sensor data that could potentially reveal a
user’s privacy would not leave the user’s smartphone.

Leveraging Tag and Smartphone Localization. RFID and smart-
phone localization have been extensively studied in previous
works. Some works can achieve very high localization accu-
racy with calibration and fingerprinting. Our original idea
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was to locate both tag and smartphone in the environment
and pair collocated tag and smartphone. However, it turns
out such an approach requires highly accurate localization
performance (e.g., with localization error < 15¢m), which is
very challenging to achieve in practical scenarios. ShakeReader
can be optimized if there are pre-deployed RFID or smart-
phone localization systems that can ensure high localization
accuracy. However, it is worth noting that ShakeReader does
not rely on any deployed localization services.

8 RELATED WORK

ShakeReader is related to past works in the following three
areas: UHF RFID identification with smartphones, RFID-
based human-object interaction, and contact-free human-
computer interaction. To the best of our knowledge, ShakeR-
eader is the first work that enables commodity smartphones
to ‘read’ passive RFID tags without any hardware modifica-
tion to either smartphones or RFID readers.

Reading UHF RFID Using Smartphone. Most commercial
smartphones available on the market cannot directly read
UHF RFID tags. In order to read UHF RFID tags, one may
extend smartphone by adding external UHF modules [2],
which incurs extra cost and power consumption to smart-
phones. Recent research aims to allow smartphone users to
read UHF RFID tags using Cross-Frequency Communica-
tion technologies. For example, TiFi [3] first reads RFID tags
using RFID readers and broadcasts the tag IDs as Wi-Fi bea-
cons. However, the signal strength based association in TiFi
is subject to background noise and interference. In addition,
it is very challenging to correctly identify the interested tag
among all tag IDs. Unlike the previous work, our work uses
a pre-defined smartphone gesture and leverages the syn-
chronicity of RFID and sensor data to accurately match an
interacted tag to the corresponding smartphone.

RFID-Based Human-Object Interaction. Human-object inter-
action based on passive RFID has attracted much attention in
recent years. COTS RFID systems have been used to achieve
high accuracy in tracking RFID-labelled objects [4], [10], [23],
[25], [271], [31], [32], [33], [34], [39], [41], [42] and enable inno-
vative RFID sensing applications [6], [8], [13], [36], [43], [44].
RE-IDraw [35] tracks the trajectory of an RFID tag by measur-
ing the angle of arrival using customized antenna arrays.
Tagyro [40] attaches RFID tags to an object and measures the
object orientation by leveraging the polarity of tag antenna.
PolarDraw [26] infers the orientation and position of RFID-
labelled items based on tag polarization. Spin-Antenna [30]
enhances object tracking accuracy by combing tag arrays
and spinning polarized antenna, which can effectively sup-
press ambient signal interference and noise. Unlike these
works, ShakeReader does not need to attach tags to smart-
phones. Instead, ShakeReader detects the symmetric smart-
phone rotation by leveraging the polarization of the reflected
signal.

Contact-Free Human-Computer Interaction. Recent work
explores the possibility of RFID sensing without attaching
tags directly to target objects. ShopMiner [45] mines cus-
tomer shopping behavior by analyzing the backscatter sig-
nal using deployed RFID infrastructure in stores. TagFree
[11] recognizes various human activities by analyzing the
multipath signals using deep neural networks. TACT [38]
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builds a contact-free reflection model for activity recogni-
tion without attaching tags to users. RFIPad [9] enables in-
air handwriting using an array of RFID tags. RFIPad does
not require users to carry any RFID tags. RF-finger [29]
tracks finger writings and recognizes multi-touch gestures
using tag arrays deployed in the environment. LungTrack
[5] builds a contactless respiration monitoring system and
minimizes dead zones to facilitate accurate respiration sens-
ing. LungTrack can support the simultaneous monitoring of
two human targets. TagSleep [21] proposes a contactless
sleep sound-activity recognition system, which can sense
snore, cough, respiration and sleep postures. Au-Id [14]
captures the human’s physical and behavioral features from
RFID data to build a non-intrusive automatic user identifi-
cation and authentication system. RFID light bulbs [12]
enable various home-scale interactions, including infra-
structure monitoring, location and guided navigation. The
contact-free reflection model shows that a moving object in
the environment can cause changes to the backscatter chan-
nel between the tag and reader antenna, which can be cap-
tured by RFID systems. These works largely overlook the
polarization of reflected signals from objects, mainly
because the objects do not rotate in the target applications.
To the best of our knowledge, ShakeReader is the first work
that models reflector polarization in the contact-free smart-
phone gesture detection using RFID systems.

9 CONCLUSION

In this paper, we aim to enable smartphone users to interact
with UHF RFID tags using their smartphones without making
any hardware extension to either deployed RFID infrastruc-
ture or smartphones. To this end, we define a smartphone ges-
ture which can be simultaneously detected by both RFID
systems and smartphones. We overcome many technical chal-
lenges involved in smartphone gesture detection especially
using RFID systems. In particular, we characterize the polari-
zation of reflected signals from smartphone and detect smart-
phone rotations. We leverage the synchronicity of RFID data
and sensor data caused by the same smartphone gesture to
match the interacted tag with the corresponding smartphone.
Experimental results show that ShakeReader can achieve up to
96.3 percent matching accuracy.
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